T Tl

Apptoved For Relage 2001/11/23 : CIA-RDP81-00142R00QgH0040014-9

L 72 3194/7 1
41 SEP 1y/¥ Executive Registry
L - ARBS

MEMORANDUM FOR: Deputy Director of Central Intelligence DDI A RegiStW |

FROM : John F. Blake
‘ Deputy Director for Administration

SUBJECT : Privacy Act of 1974: Supplemental Guidance
for Matching Programs

REFERENCE : D/OMB memo to Heads of Executive Departments
and Agencies dtd 2 Aug 78, same subject

1. Action Requested: Your approval of the recommendation
contained in paragraph 4 concerning supplemental guidance for matching
programs.

2. Background: During mid-1977 the Office of the Inspector
General in the Department of Health, Education and Welfare began a
program to reduce fraud and unauthorized payments in certain Federal
assistance programs. A major part of this program, called ''Project
Match" involved a computerized comparison of files of recipients of

aid to families with dependent children with lists of Federal employees
maintained by the Civil Service Commission and the Department of Defense.

The original "Project Match" was subject to the Privacy Act
of 1974 because it was performed by a Federal agency using Federal
personnel records. OMB agreed that disclosures of computer tapes of
personnel files to HEW can be covered as a "routine use" as defined in
the Privacy Act. However, as the matching programs present the potential
for sigrificant invasion of personal privacy, OMB undertook the develop-
ment of guidelines to be used by agencies in future matching programs.
HEW has not acquired additional records for matching programs other than
Project Match. Two (2) more matching programs planned by HEW were
suspended pending development and issuance of final guidelines by OMB.
Referent memorandum provides supplemental guidance and requests our
views/comments about them.

Y

Action passed to Compt 10/20/78
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3. Staff Position: At the September 1977 meeting of the
Interagency Advisory Group, CSC, the officer-in-charge of Project Match
operations, Mr. Paul Marion, Director of the HEW Audit Staff, discussed
the program activities with the attending Federal persomnel representa-
tives. Mr. Marion acknowledged to the CIA representative that CIA, FBI,
and other sensitive agencies could not provide employee rosters and
stated that he did not expect or request that CIA participate. The
Agency, therefore, did not take part in Project Match. (Note: Names

- of Agency employees are included in the definition of Intelligence

Sources and Methods as defined in Section 6 of the CIA Act of 1949, as

~amended.)

4. Recommendation: I recommend that no written comments about
the Supplemental Guidance be submitted. It is suggested, however, that
the Office of the Comptroller contact the OMB Liaison Officer and
indicate that we are not making comments because the Agency is not a
participant in the matching programs.

STATINTL
John F. Blake
The recommendation containe paragraph 4 is:
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EXECUTIVE OFFICE OF THE PRESIDENT ZEZENS
DOFFICE OF MANAGEMENT AND BUDGET .
WASHlNGTON, D.C. 20503 ———vj”:‘
nD“\ Rerisidy :
August 2, 1978 A i ard J

23/A Registry

G)

MEMORANDUM TO HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIE /

Subject: Privacy Act of 1974: Supplemental Guidance for
Matching Programs

This memorandum requests the views of your agency on the
- attached §upplement to the OMB Guidelines on the Privacy
Act of 1974, ;

The supplemental guidelines have been developed to establish
procedures for the conduct of "matching programs," which are
computerized comparisons of personal records maintained by
various agencies, for the purpose of curtailing fraud ox
'mnauthorizéd payments under Federal programs, or to aid in
collecting debts owed the Federal Government. A summary of
the background of the guideljines, along with its full text,

is attached.

Your views are requested by September 14, 1978, and should be
submitted to the Information Systems Policy Division, Room
2002, New Executive Office Building, Washington, D.C. 20503.
Any questions may be directed to the Division at (202)395-4814.

Sincerelr,

s mfw

Jawes T. McIntyre, Jr.
Director

Attachment

Approved For Release 2001/11/23 : CIA-RDPS‘_I-00142R000700040014-9
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OFFICE OF MANAGEMENT AND BUDGET

Privacy Act of 1974: Supplemental Guidance foxr
' : - Matching Programs :

Request for Comments -

s T A

AGENCY: Office of Management;énd7Bud

et - L. Seene
ACTION: Request for comments on proposed supplement -~ «~
to OMB Privacy Act Guidelines = ..o - .-l
SUMMARY: These guidelines establish procedures and limita— -
tions for matching programs carried out by Federal agencies = ..
to reduce fraud or unauthorized payments in a Federal
program, or to collect debts owed to the-Federal Government;
establish reporting requirements for matching pPrograms - .
carried out by Federal agencies for other purposes; and ..
establish reporting requirements for certain disclosures - '
to non~-Federal entities for purposes of matching. . Thee .-
procedures have heen developed to assure-compliance with
the Privacy Act and to balance concerns for-personal-privaqy
with the need.to maintain the integrity and efficiency of
Federal benefit programs. L

DATE: Comments must be rece

14, 1978. S o R
addressed ta the ‘;' 
Office of Management
Nffice Building, -

ived on or before Septémbérv;f 

ADDRESS: Written comments should be
Information Systems Policy Division,
and Budget, Rcon 9002, New Fxaecutive
Washington, D.C. 20503,

FOR FURTHER INFORMATION CONTACT: Leslie Greenspan, .
Information Systems Policy Division, Room 2002, NEOB, Ce
(202) 395-4812. . . S N

During mid-1977, the Office af
Department of Health, Educatiomn
and Welfare began a program to reduce fraud and unauthorized
bPayments in certain Federal assistance programs. A major
part of this program, called "Project Match,” involved a
computerized comparison of files of recipients of Aid to
Families with Dependent Children (AFDC) with lists of ¥Yederal
employees maintained by the Civil Service Commission and the

Department of Defense. - FPederal employees who appeared to he
i payments were investigated to deter—

eceiving benefits to which they were

SUPPLEMENTARY INFORMATION:
the Inspector General in the

mine whether they were r
not entitled.

Approved Forf Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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.

The proponents of Project Match asserted that it was
necessary to preserve the integrity of Federal assistance °
programs, to prevent or curtail fraud. and abuse, and that -

it would result in considerable financial benefits to the
Governmment. Critics of. the program questioned whether

the matching was an invasion of privacy; whether the.

benefits were great enough to outweigh either the privacy
considerations or the cost of the matching itself; and R,
whether the due process rights of the subjects of the '
matching were being observed. The issue is complex, and
interests on both sides are compelling. . The guidelines --: .-
attempt to balance the competlng 1n+erests 1nvolved._ R [ERT

3TN s

Project Match was subject to the Prlvacy Act of 1974
because it was performed by a Federal agency using FederaL
Eersonal records. The Office of Management and Budget has
responsibility for assisting agencies in interpreting L
the Privacy Act. When asked for its views on the appro— .. l
priate basis for making disclosures of computer tapes S
of personnel files to HEW, OMB advised that a "routine N
use" was the most appropriate mechanism. The Act defines -

a routine use as a disclosure, made without the advance
written consistent of the sub]ect of the record, which is -
compatible with the purpose for which the record was - ..
collected (5 U.S.C. 552a(a)(7)). Before an agency can

nake a disclosure pursuant to ‘a routine use, it must

publish in the Federal Register a notice descrlblng it, :
and allow 30 ‘days for public comment (5 U.s.c. 552a(e)(ll})w;:f

.3 o

While Project Match disclosures met the requirements for a L
routine use under the Privacy Act and significant benefits -
could be gained it is also clear that matchlng programs- -
present the potential for significant invasions of per- . _.
sonal privacy. Because of its reponsibilities under the
Privacy Act, and at the request of the interested agenCLeS'
and the relevant congressional committees, OMB in con— -
junction ‘with the Domestic Policy Staff undertook the
development. of guidelines to be used by agenc1es in
future matching programs. During the period of the
formulation of the guidelines, HEW has not acquired
additional records for matching programs othar than
Project Match. Two additional matching programs

planned by HEW were suspended pending development of

these guidelines. The twa programs are (L) a matching

of the the Federal employment rolls with the list of
defaulters under the Guaranteed Student Loan Program,

and (2) a comparison of the Federal employment rolls »

with the old age and disability recipients under programs

of Social Security Administration. OMB has advised
Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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atehing programs providing they are con-
ducted in accordance with the proposed guidelines, hut
that no further matching programs should be conducted
until public comments on the proposed guidelines are
evaluated and final gquidelines are issued.

The guidelines are advisory rather than mandatory, for
two reasons. First, OMB's responsibility under the Act
is to provide oversight and assistance, rather than to he
2 regulatory body, and second, the Privacy Act places

the final responsibility for agency actions with the
agencies themselves. It is OMB's view that in situations
such as this, an agency can best decide whether to
disclose a record, and that OMB should not mandate or
prohibit disclosures of records, at least until more

experience with matching programs is gained. OMB
expects, however, that agencies will follow this guidance.

During the comment period, OMB will continue to discuss
with the Internal Revenue Service the interplay of these
guidelines with existing similar requirements for the
Internal Revenue Service.

The text of the guidelines is set forth below.

Y

13
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OFFICE OF MANAGEMENT AND BUDGET.

Implementatlon of the Privacy Act of 1974 .
Supplementary Guldance

The following sets forth guidelines on matching programs
conducted by Federal agencies, and. further supplements the
Office of Management and Budget.guldellnes for lmplementlng

sectlon 3 of the Erlvacy Act of 1974.. (?ederal Register,

Volume 40, Number 132 dated July . 9r 1975, ppe: 28949-2897¢, -

as supplemented in the Federal Register, Volume 40, Number 284

dated December 4, 1975, pp. 56741-556743).

SECTION 1. SCOPE. .

These guideiines establish'proceduree and limitationg

- for matching programs carrled‘out.hy Federal agencies to reduce
fraud ox-unauthorlzed payments. in a- Federal program, or to
collect.debts owed- to- the- Federal Governrent* establ;sh
reportlng requlrements for matchlng programs carrled out by
Federal agencies. for other purposes; and establish reportlng
reaulrements‘for certain dlsclosuree to- nonﬂFederal entities
for purposes .of matchlng.. ' T S
These guidelines do"not-authorize:activities-whicn.are

not permitted by law; nor do- they- prohlblt actlv1t1es expressly

reguired to be performed by law. The procedures and Limita-—

tions set forth in these guidelines apply, even when a law
authorizes or requires a'matching program to be carried ouis,

to the extent that these procedures and limitations would not

Trustrals, fvberdrikiahe 6017 1P TS RDPE -00142R000700040014-9
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(2) General. The deflnltlons in the Privacy BAct T
apply to these guidelines except to the extent that
they are modified by this section.

{b) Additional Definitions. .

(1) A "matching program” is a procedure carried

out by a Federal agency under which all or quh*ﬂb

stantlally all of the records within a “ystem oﬁ

records maintained by the agency, or w1th1n a’

¥

subsystem of it, are compared by‘éomputéfﬁwl%ﬁ;m-“'
(A) all or substantially all of the records
. w1thln a system of records €or suhsystem)

malntalned by another agenqy, ox

(B) all or substantlally all of any othar

,group of records (or sub%vstem) that would
be covered by the Privacy Act lf-the records

were maintained by an agency.- \

Subsection (B) includes.as a "matching program" a program
which would otherwise not be covered by these guidelinés fér
the sole-reason that a systeﬁ.is ﬁaiﬁtained»or under the con-
érol of a matching source (see Section 2(b) (3}) which is noﬁ

an agency, e.g., a State or local unit of government, or a

"person” [5 U.S.C. 551(2)].

Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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A "matching program" does not include a conputer ‘matching
carried out by an entity which is not an agencyy nor- does
it include computer matches which are carried out with recoxds

obtained within the agency, nor does 1t include the matching

of records within a system of records with othexr Federal

records which are not from a system of recor&sn (See, however,

Section 6  which establishes certain reporting requirements for

these activities).

A "matching program” includes the disclosures which are made

to and from a "matching agency" (see Section 2(h) (2)) to carry oul

a matching program or as a result of a matching program.

A "matching program” does not include, for example, checks,

regardless of the number of such checks, on specific individuals

in response to an application for benefit or as a result of the

acquisition of information which raises quastions concerning a

specific individual's eligibility which are reasonahly contemnpo~

raneous with that application or achLSltLOn-

(2) A "matching agency" is the agency which is
carrying out (or which seeks to carry out) a

matching program.
(3) A "matching souxce” is an entity (including
an agency) which discloses Or providas records to

a matching agency to conduct a matching progran.

»

:
-

Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9



Approved For Raklase 2001111123 : CIA-RDPS1-00142Ra80700040014-9 - 4

SECTION 3. REQUIREMENTS FOR MATCHING PROGRAMS—--MATCHING AGENCY.

(2) General. An agency which intends to caxrxry-outl a‘-
matching program to reduce fraud orlunautharizeﬁ‘bayments
in a Federal program, or to.collect debts owed to the

Federal government, should initiate and_canduc;_the )

T

program in accordance with these guidelines. |

{b) A matchlng agency should carry outAa matchlng‘ﬁfoaLamrm:

2_1,"\- e W]

(1) only if there is no other way to aacompthh

the purposes of the matching programs WLQhautjlncurxing

substantially greater costs; S et

(2) only in accordance with the Report._on Neu Systems

(see Section 3(b) (3)), and only 1f the matchlng program

will be fair and equitable to thn lnleLduals Jnvolved a

CR

will minimize any "chilling"” effzct up01 Lﬁa erexque ox
!

individual rights; )
(3) elther by (a) establishing a new aystem’oﬁ

- -

records for each matchlng program (a "natunlna
system"), oxr (b) by submittihg a Report OnTNew Systems.

"l

in accordance with subsectlon (o) of the Act and -
OMB Circular A~108, if an existing system lS éﬁendedﬂw
and |

{4) only if there will be a demonstrable fimanciai
benefit to the Federal government from the matching
program, and the benefit significantly outweighs aﬁy

harm to individuals. Benefits may include dollax

savings (from the reduction of the numbers of
Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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unqualified recipients; from deterrence of those
who would seek behefits for which they are not
_eligible; from expected improvements in deficient:
" Federal program operation, etc.) and dollar »
recoveries from those who have received benefits
to which they wére-nét entitledliiﬁnymcosts
assocliated with tﬂe'matching program, including
those of the matcﬁiﬁg, éélléétion; liﬁiéétion, etc. ,
should be deducted from the benefits. |
{c) In addition to the requirements sét forfh'in.OMH X
Circular A-108 and in these guidelines.fha Report: on
New Systems for a new'or a chaﬁged systém cé records
should include the following: ‘ |
(1) an explanation of why the matchiﬁg.program_
is needed; ’ ‘
(2) an explanation of why the matching program can
reasonably be expected to meet its objectives;
(3) a description of the other means of achieving
the objectives of the matching program that the
matzhing agency has used or considered;
(4) a descriétibn oL the procedures pursuant ta
which the matching progrém will be éarried out,
including a description of the provisions for
safeguarding informatiqn, and for protecting

personal privacy and. other individual rights;

Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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(5) a statement of when the matching program

will begin, and when 1t wxll end;
(6) a descrlptlon of the dlsclosures OL records

whlch will be made to or from the system, including

the legal Justification for any rouﬁine use involved;

(7) a descrlptlon oF any new 1n?ormatlon whlch

will be malntalned as a- result Of the matchlng

pPraogram; : ' _ o

e ind e L TH

(8) an 1dent1f1catlon of each Droposed matchlng

a copy of each routlne use

source for the program,

each source Proposes far the ma;chlng program= and an

explanation of every other augho*lty by which the

matching source furnishes records; and

(9) a discussion of those findings set forth in

Sections 3(b) (2) and (4).

(d) The matching agency should assure before expenses

are incurred that there is a written agreemant amaqg the

- participating agencies concerning the expenses of the

matching program that each will bear.

(e} Matching programs should be carried out by officials

of the matching agency and not hy cont:act or grant.

(£) The number of persons with access to information

used in the matching prbgfam should bs limited to the

-

mininum number necessary to accomplish its purposes,

and screening procedures for such employees should be

Approved For Releaise 2001/11/23 : CIA-RDP81-00142R000700040014-9
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established where appropriate, taking into account the
potential for harm or disadvantage that a disclosuxe

of the information might entail.

(g) The matching program should mircirize the numbex

and extent of thé disclosures of informatian which

pertain to identifiable individuals.

(h) The matching agéncy should not collecp records for
a'matching-program from a matching source other than io

accordance with these guidelines.

SECTION 4. DISCLOSURES, ACCOUNTING AND DESTRUCTION OF RECORDS.

(a} Disclosures of records from a matching program should

be made only with the prior written approval of the matching

agency official who is responsible for the system of records.

(b} Except when specifically required by law, there

should be no disclosure by the matching agency of records

obtained from a matching source other than as provided

e~

in this Section.-

(c) There should be no disclosure of those records ﬁhich
result from a matching program unless the disclosure is
necessaxy to conductvthe matching program ox to achieve
its purposes, is limited to the minimuan number of persons,

and is limited to the minimim amount of information.

»

ApproVed For Release 2001/11/23 : CIA:RDP81-00142R000700040014-9
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(d) With regard to disclosurés‘pursuaﬁt to the "routine
use" provisions of the Act [5 U,S.C,ﬁ552a(b)(3)} of those
records which result from a matching program,'ﬁha agencY‘

should: o o m mr e s e e e e e

(1) make the routine use as,spggiﬁiqpqp@glimitgd:asﬁr.

possible, and, wherever possible, of a'Jimited,duratial

(2) clearly state as a part of the routine use fhat -

the records to be disclosed include records wh:ch ;1:

- o o s

have resulted from a matchlng proaram,

(3) publish with the Federal Raglster notxce of *he

routine use an explanatton of tne legal juSthLC&t?On

for the routine use;

(4) provide with the Pederal Register notice of the

routine use an explanation of why the records which

may be disclosed pursuant to th2 routine use Tannot

be disclosed without identifying 1nd1v1duals, ;1 “ .

(5) xepublish in the Federal Registeqffellawing

consideration of the comments received, =~ an

explanatlon of the caﬂnents recalved and tha Chang?s.mﬁd

in sufficient detail to permlt an undarstandlng of '

the basis for the acceontance orx rejection of each

comment by the agency; and . . -
(6) ensure that the disclosure is consistent with any cos
of records by the matc

ditions placed upon the disclosure

ing source at the timz the records were disclosed to ithe

matching agency by the matching source.

Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9 -



-

‘ - ‘ - ) ) . 9
Apbroved For Méase 2001/11/23 : CIA-RDP81-00142m{)700040014-9

{e) all dlsglosures of those records whlch.regult from

a matchlng program which are spec1flcally avthor lz¢d by

law gut are not made pursuant to the routine use provisions
of the Act, should be made in accordance with the procedures
in paragraph (d) of this Section whenever possible. For -
example, although the procedures in (d) would‘not'apply'ﬁa
each disclosure made in response to a written request by the
head of a law enforcement agency, the'procédﬁres of ()

should be followed prior to the initial disclosure to the

law enforcement agency.

(f) Whenever an agency discloses recards which result Ffrom

a matching program the agency should, as an expréss condi— -

-tion of the'disclosure, set forth the foliowing:
(1) the use to which the records will be puﬁ by the
entity to whom they are disclosed;
(2) a stlpulatlon that the entlty recexvxng the records
w111 disclose them further only where requlred by law or
where (e.g., in the case of a law enrorcament or admin-—
1strat1ve agency) such disclosure is compatlbla with the
purpose for which the records wera oxiginally disclose&

to it;
(3) the date by which the records transferred will: ba

destroyed, returned to the matching agency or, if it is
necessary that the records be retained by the enttity to

which they were disclosed, a written exnlanation of

that neéessity-
Approved For Release’'2001/11/23 : CIA-RDP81-00142R000700040014-9
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APPV°VF§f°rMﬁl%9x%”“23 §IA-RORE guidelines by the matching
agency does not relieve that agency of compliamce with,
the requirements of the Act, including; for example,

the requirement to keep an accurate accouwnting of

disclosures of records [5 U.5.C. 55Za(c)].

(h) All records which result from a.ﬁatching Program
should be destroyed within six m&nths,_an@ those records
which are obtained from a matching sourca'shoul& be
destroyed ox returned to the matching sourcé_within six
months of the beginning of the matching program, except
for those reccrds which are (1) nacéssary toe the com—
'pletion of pending law enforcement activitiéé, ar-‘
administrative activities which are consistent with the
puiposes of the matching program and are-éuthorized by
law; or (2) otherwise specifically required to be main-—
tained by law. BAny extension of tha Six;ﬁohth period
should be publishead, with appropxiateleééléﬁationf iz the

Federal Register. As soon as all of the records have been

turned to the matchiing. source or destroyed, the matchingV_

agenéy shbuldwnotify the Office of Hanaéémént and Budget:

in writing.

Approved For Release’2001/11/23 : CIA-RDP81-00142R000700040014-9.
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SECTION 5. REQUIREMENTS FOR MATCHING PROGRAMS-~MATCHING

SOURCES ST T T .

(2) General. The OMB Privacy Act Guidelinas i

,.‘., '..:—.

discussing Condltlons of Dlsclosure, state ln.paxt«

Dlsclosure, however, is parmissive not mandato:yw
An Agency is authorized to disclose a record Ffar
any purpoase enumerated below [the exceptions '
to the advance written consent of the individual
to whom the information pertains] when it deems
that disclosure to be appropriate and consistent
with the letter and intent of the»Act and.theqe

guidelines. -

Nothing in the Privacy Act should be interpreted
to authorize or compel disclosures of records,
not otherwise psrmitted or required, to anyone
other than the individual to whom a recorxd
pertains pursuant to a request by the individual
for access to it. S

Agencies shall not automatically disclose a
record to someone other than the individual
to whom it pertains simply because such a
disclosure is permitted by this subsection.
Agenciles shall continue to abide by other ' N
constraints on their authority to disclose '
information to a third party including, where
appropriate, the likely effect upon the indi-

vidual of making that disclosure. Except as
prescribed in subsection (d)(l),f(individual
raccess to records) this Act does not require )
disclosure of a record to anyone other tham -

the individual td whom the record pertains.

(40 Federal Register 28949 at 28953, July 9, 1975.)

(b) Specilfic Regquirements .

(1) A rFederal matching source should review with the

Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9 _
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Sav e
matching agency the purposes of and the proF R
cedures for the matching program, and determine

after such review whether to make'tha disclosure

requested of it by the matchlng aaancy; ,;”"‘

RIS --'»-.-4 S ,,,, ‘. {:;\_'
RIS SV U N T I

(2) All disclosures of records fron a oysten B

meiwnie | wrmeres ypcciesd

of records by a-;Federal.matchinq‘source~to & matchix

I L s s el “""Eé'-‘ IR

agency pursuant to a matchlng'sysLem.proqram'_f;]%

R
PR ETRT AT

should be made in accordance with ths $ect10n o

,,,,,,,

and the "routine use" provmsxons oﬁ.the Act

(3) Unless speCLflaally provzded otherWLve

e ,- - "

by law, no dlsclosure should be mada‘by a

matching source for a matchlng program unless‘!“

»... the use of such record [la} for'a purpose‘
which is compatible with the purpose . 4
for which [the record] was collected."

{5 Uv.s.C. SSZa(a’ (7; 1.

(4) All routxne uses permlttlng dnsclosuras_‘_f‘

for matcnxng programs should -

B
PR S

{(n) be‘as SpeCLflc and llmxted<as po%éxble,
(ﬁ) expressly staté tﬁat th;';gghlne use is
intended to pérmit the aigéiosu;é of'recoras
for a matchipg:prqgram;

(C}) identify the matching program:

(B) set forth any conditions which the
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Pir DX,

'matching source has established for the
- use of the records by the matching agency

in addition to those set forth in these

guidelines; and

(E) be noticed in the Federal Reqgister
with an explanation or the legal justificatioﬁ
for the routine use.

SECTION 6. AGENCY REPORTS ON OTHER PROGRAMS. ~ - -

(a) Each agency which is carrying out, or WhiCh‘intends
to carry ouk, a matching program for purposes bthék .
than to reduce fraud or unauthorized payments in
Federal programs, or to collect debts owed to the
Federal government, should provide notice of that
program to the Office of Management and Budget;

(b} Each agency which intends to disclose records
from a system of records for purposes of carrying out
what would be a matching program if the pgogram were |
being carried out by a Federal agency, should proéide
notice to the Office of Management and Budget .

(c) Each agency which intends to carry out, or is

“carrying out, an intfa-aéency matching program that wouwld

s

be subject to these guidelines if it involved the disclosure

by anotherwagency of records to it, should provide
Approved For Release, 2001/11/23 : CIA-RDP81-00142R000700040014-9
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[

notice to the Office of Management and Budget: .

(d) These ncgices should include a description of
the.program in sufficient detail to permit an. under-—
standing of the purposes'and the,procedures of the
program, and should set forth Lho lﬂgal authorlty
for the program and the action of the agency; The

notice and descrlptlon of the mauchxng‘program shau]d

A

ba submitted at least 60 days prlor to Lha disclosure
of information by the agency or 60 days pr;orﬁﬁé fhe'
initiation of the proposed program, o, és_sooﬁ_
aérpracticable-

SECTION 7. SAFEGUARDS.

‘(a) Each matching program (including those matching

programs upon which reports were nnde-under uectlon 5

of these guidelines) should 1ncorp0rate phy51cal,

3

N
administrative and technical safeqguards agalnst un-—

authorized disclosure, a;teration o destruction-'
Safegﬁards should be selected commensuraﬁe with the
risk and magnitude of.loss, harm or disadvantage that
could resultk Ffrom aﬁ uﬁauthorized disclosure, altera-—

tion or“destrucﬁion of the information within the

matching system. .
Approved For Release 2001/11/23 : CIA-RDP81-00142R000700040014-9
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(b) The sﬁfeguards should, unless the matdhingisourae
of the records agrees otherwise, provide that the
records are protected at least as stiinéentky as in
the systems from which the records were'dbhaiﬁed“}' }
(c) Periodic audits or evaluations of the éperation;
df these safeguards should be conducted during'ﬁhe. 
matching program to assure their adequaéy- k

(d) The agency official who is responsible for Ehe'f
system should certify that based upoﬁ the audit ox
evaluation, the safeguards are adequate, énd théttli
they meet all applicable policies, regulations and
standards.

SECTICON 8. IMPLEMENTATION AND OVERSIGHT

The Office of Management and Budget will overses
the implementation of and shall review, interpret _

and advise upon agency proposals and actions under®

. these guidelines.
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